TUBHOro ynpasneHusa UT
metogonorum I TGI

pen Opo3nos, CISA, CISM, CGEIT
Buue-npe3ngeHT MockoBckoro otaernenma ISACA
Ctapwun meHepkep KPMG

©2007 IT Governance Institute. All rights reserved. 1



BaxHOCTb koprniopaTuUBHOro ynpaeneHusa AT

—
H ‘
T g H
= S
i "'|'I|.|- \ﬁu
Project Execution Time

fly

b

‘ Poor Security Assurances

HenpepbIBHOCTb
WUT cepBucos

Be3onacHocTb

Strategic Alignment

CootBetcTBUEe UT
uensim 6usHeca

LleHa/KauecTBO

~ ||||||||I"'
i Server

w7
"

a Suppliers

Handling External Relationzhip

YnpaBneHue
KOMMNNEKCHOM cpeaow W
<& 4

CooTBeTCcTBME
perynsaTopHbIM Tpe6oBaHUAM

OpraHusauusim Heo6XxoauM CTPYKTYPUPOBaHHbINA noaxon Ans
ynpaBfieHnsi 3TUMU U APYrMMU Npobnemamm,

Takoun noaxoa NO3BONUT rapaHTUpPOBaTb COrflacoBaHHOCTL Lienen
ousHeca u UT, BHegpeHMe Mep KOHTPOMS B COOTBETCTBMUE C NyYlUen
NPaKTUKOMU a TaKke MOHUTopuHra adpdektnusHocTn UT.

©2007 IT Governance Institute. All rights reserved.



BaxHocTb KopriopaTtusHoro ynpasneHus AT

0L and
or INFORMATION]
) TECHNOLOGY

KopnopaTtuBHoOe yripaBrieHUe — KOMMIEKC
ynpaBneH4YeCKNX peLleHnin N NPaKkTuK,
NnpUMeHAEeMbIX BbICLUMM PYKOBOACTBOM, C
Lienblo:

» OnpegeneHunst ctpaTern4eckoro
HanpaBneHus

GOVERNANCE
INSTITUTE

www.itgi.org

o ObecneyeHnsa OOCTUXKEHUSA uenen
e AQekBaTHOrO yrnpaBieHUsi pUCKaMu

[ ]
RESOURCE Hapnexalyero ncnonb3oBaHusa
MANAGEMENT KOoprnopaTUBHLIX pecypcoB
[ ]

07 IT Governance Institute. All rights reserved.



KopnopatusHon ynpasneHue UT (onpegenenune ITGI)

KopnopaTtuBHoe ynpaBneHue UT:

» OtBeTcTBEHHOCTb CoBeTa [qUpeKTopoB U
BbICLLIErO PYKOBOACTBA

 HeoTbemnemasi 4acTb KOprnopaTUBHOIO
ynpaBneHuns, COCToALLast U3 pyKOBOACTBA,
OpraHn3aLUMOHHbIX CTPYKTYP M MPOLECCOoB,
obecneymBawwmx coorsercreme UT
TEeKYLMM U CTPpaTErmM4eCKUM Liesiim
opraHusauum

GOVERNANCE
INSTITUTE

www.itgi.org

[ ]
2003 42% Hwu4ero He genarT

MANAGEMENT

Source: Surveys by PwC for the IT Governance Institute Sep-Oct 2003 and Sep-Oct 2005

07 IT Governance Institute. All rights reserved.



KopnopaTueBHoe ynpaBrieHne onpegengaet ynpasnenue AT

MATION
CHNOLOGY

KopnopaTuBHOe ynpaBrieHue:

CooTBeTcTBME TPEeOOBAHUAM
3aKoHo4aTenbCTBa, BHYTPEHHUM
nonuTtukam, TpeboBaHnam ayauTa, n.T.4.

3(*)d)eKTMBHOCTb A deKkTuBHOCTH
[NoBbiWweHne I'Ipl/l6bIJ'IbHOCTI/I,
e3yJibTaTnBHOCTHU, 3 E€KTUBHOCTN,
pesy qu:) CooTBeTCcTBUE
OVNHaMUWKK pOoCTa, U.T.AO. Tpe6oBaHusM

KopnopatuBHoe ynpaBneHue un ynpasneHue UT TpeGyroT 6anaHca mexay
LensiMmm, CBA3aHHbIMU C HEO6XOAMMOCTbLI COOTBETCTBUA TPe6oOBaHUAM U
noBbiWeHNA 3 (peKTUBHOCTU, YCTAaHOBIEHHbIMU BbICLUMM PYKOBOACTBOM.

52007 IT Governance Institute. All rights reserved.



Obnactu KopnopatusHoro ynpasneHus AT

Strategic
alignment

Value delivery

Resource
management

Risk management

Performance
measurement

IT Governance Institute. All rights reserved.

HNOLOGY

HanpasneHo Ha obecne4veHne cooTrBeTcTBUA 6M3Hec n UT nnaHoB;
onpegeneHuve, nogaepxaHme n oueHky npusHocumon UT nonb3sbl;
a Takke B3anmocssaam T onepauunn n busHec-onepaummn

PaccmatpuBaeT npuBHocumyro AT nonb3y Kak LuKn, obecneynsaromm
AOCTUXEeHUe aeKknapupyembix npemmyecTts oT UT B cooTBeTCcTBME
CO cTparterveun, c y4eToM onTMMmn3aumm 3atpar

PaccmaTpuBaeT ontummnsaumnio nHeectuumn B T 1 Hagnexauwiee
ynpasreHue KputudHbimu UT pecypcamm: NnpunoxeHnsmum,
MHdopMaunen, NHPPaCTPYKTypon 1 nepcoHanom. Krnoyesble
Npob6rembl OTHOCALLMECH K ONTUMMU3ALUN 3HAHUN U
MH(pPaCTPYKTYpbI.

HeobxoanmMocTb 0CBEAOMIEHHOCTH BbICLLErO PYKOBOACTBA B 06nacTtu
PUCKOB, YETKOro NOHUMaHUS KoprnopaTUBHOro noaxoaa B
OTHOLUEHMUU PUCKOB, NpeacTaBneHnsi 0 TpedboBaHUAX
3aKkoHopaTesribCTBa, NPO3pa4yHOCTUN B OTHOLLEHMMU CYLLECTBEHHbIX
PUCKOB, a TaKke BKNK4YeHune PyHKUUU yrnpaBneHusa puckamm B
NPaKTUKy OpraHmsaumm

MOHMTOpVIHI' peanun3aunmn cTpaternn, oCcywecTBiieHUA NPOEKTOB,
ncnoJyib3oBaHnA pecypcos, SCDC*)GKTMBHOCTVI npoueccoB N cepBuUCoB, C
ncnorsrb3oBaHneMm, Harnpmmep, CUCTemMbl C6aJ'IaHCI/IpOBaHHbIX
nokasartenemu, KOTOpPbIE TPAHCITIUPYHOT CTpaTerno B AenucTBuA
HarnpaslieHHble Ha JOCTUXEeHNE N3AMepPUMOCTU OOCTUXEeHUA ueneun
Kpome Tpa,qMLlMOHHOVI OTYEeTHOCTU




BHeapeHue koprnopaTuBHoro ynpasnenus AT

INTROL anc
‘or INFORMATION]
-0 TECHNOLOGY

[1lna ycnelwHoro BHeApeHUs KoprnopaTuBHOro ynpasneHna UT
HeobxoAnMo:

[obuTtbes, ytobbl ynpasneHmne T pabotano—pearnposaHue Ha npobnemol UT.

MakcumanbHbIM OOKYC Ha MoBbIEeHWEe 3(PPEKTUBHOCTU U AOCTUXEHMNE KOHKYPEHTHbIX
nperMmyLLLeCTB NyTeM NpeaoTBpaLleHns npobnem.

HocTuxeHne Toro, 4ToObl KOpnopaTuBHoe yrpasneHne AT ctano coBMecTHOM 06acTbio
OTBETCTBEHHOCTU BUsHeca (noTpedbutens ycnyr) n noctaswuka VT ycnyr, npy NOsIHOW
noaaepKke U HanpaBneHUun co cTopoHbl CoBeTta [IMPeKTOpPOB.

[locTnxeHne cornacoBaHHOCTM ynpasneHyeckon mogenu T n obero kopnopaTUBHOro
yrnpaBneHusi opraHmsauum.

CoBeT [IMpeKTOpOoB 1 BbICLLIEE PYKOBOACTBO AOIMKHO pacLUMpUTb NPUHLMMLI 06LLEero
KOpnopaTMBHOE yrnpaBneHne nytTem BktoYeHust acnektos UT, obecneuns Heobxoammoe
NMOepcTBO M OpraHU3aLMOHHbIE CTPYKTYPbI, a Takke TpeboBaTb BHEAPEHUS AOITKHbIM
0bpa3oM ynpaBnsieMblX U KOHTPONMPYEMbIX NPOLIECCOB.

»2007 IT Governance Institute. All rights reserved.



KopnopaTtuesHoe ynpaBneHune UT —

3aunHTe peCOoBaHHbIE CTOPOHbI e, o4

and RELATED TECHNOLOGY

CoBeT ,U,leeKTOpOB n OnpepeneHne HanpasneHun passutusa VT, oueHka
pe3ynbTaTtoB U TpeboBaHMS NO UCMPaBEHNIO

BbiCllee PyKOBOAOCTBO HeJocTaTKoB

P 6 OnpepgeneHnne busHec-TpedoBaHuin kK UT,
yKoBOAUTESIN OU3HEC- obecneyeHne gocTmxeHusa nonbabl ot T n

noapasneneH UM ynpaBfeHue puckamu

O6ecneyeHune n cosepuieHcTBoBaHne T cepurcos B
PykoBoacteo UT Cny>|(6 COOTBETCTBUE C TpeboBaHMAMMN BusHeca

Ob6ecne4veHne He3aBNCMMOM OLEHKU, YTO UT
UT Ay.CI.VlT npepocTtasnseTt Tpebyemble cepBuChl

Yn paBJrieHue PUCKaMM U OueHka cooTBeTCTBUSI HOPMATUBHBIM JOKYMEHTAM C
Comp| lance y4€TOM HOBbIX PUCKOB

©2007 IT Governance Institute. All rights reserved.



COBIT npegoctaBndeT METOOOSIOMMIO OANA KOpnopaTUBHOIO

ynpasneHusa AT

COBIT noMmoraeT 3anoSfIHUTb pa3pbiBbl MeXAy OM3Hec-puckamMmu, TpedyemMmbiMmun
MepaMM KOHTPONSA U TeXHN4YeCcKumMu npobrnemamu. OH npuBOAUT nydLuMe
NPaKTUKKN B Pa3fiM4HbIX 06S1IacTAX U Npoueccax, a Takke nepeyvyeHb TpedyemMblix
3apay ansa UT B CTpPOMHOM NOrM4eckon cucreme.

COBIT:

OcHoBblBaeTcs Ha TpeboBaHmax busHeca

4

[MpoLEeCcCHO-OpPUEHTUPOBAHHBIN, CTPYKTYPUPYIOLLUIA
3agaum UT B oBLLENPUHATYIO NPOLECCHYI0 MoAeNb

NoeHTudpuumpyeT ocHOBHbIe Heobxoaumble T pecypcbl
OnpepenseT HeobxoauMble Lernv KOHTPOons
NHKOpnopupyeT OCHOBHbIE MeXAyHapOoaHble CTaHaapThl

Ctan de pakmo ctaHgapToMm B 06racTu ynpasneHns u
KOHTponsa T

UT pecypcbl AOMKHbI yNPaBRATbLCS B paMKax
ecTeCTBEeHHbIM OOpa3oM CrpynnMpoBaHHbIX
npoueccoB. COBIT npepocTtaBnsieT MeTOAUKY ANs

OOCTUXEHUA 3TOU uenm.

©2007 IT Governance Institute. All rights reserved.



Kak COBIT nomoraeTt BHEAPUTb 9P EKTUBHOE KOPriopaTuBHOE

GOVERNANCE, CONTROL and

I-I I I HM M | ? ASSURANCE for INFORMATION
‘ and RELATED TECHNOLOGY

COBIT npenoctaBndaeT cneayowme
npenmyuiecTsa nNnpu BHEAPEHUN
KopnopaTtuBHoOro ynpasneHua UT:

[Mo3BONSAET NOCTPOUTL COOTBETCTBUE
uenen AT uenam busHeca n Haobopom

INTyywee B3anmopgencteme UT n busHeca,
OCHOBbIBalLLasACa Ha Lenax busHeca

[Mpenctasnenune geatenbHocTn AT cnyx6
Ha NOHATHOM OU3HeCY si3blke

UeTkoe onpeneneHne BragenbLeB U
OTBETCTBEHHbIX, OCHOBAHHOE Ha
NpoLUeCcCcHOM noaxoae

[Mpu3HaBaeMbIi TPETBUMU CTOPOHAMU U
perynatopHbIMyM opraHaMmn ctaHgapT

BaanmMmonoHnmMaHue mexay BceMu
3anHTEpPeCcoBaHHbIMN NMLAMM,
OCHOBaHHOE Ha 0O0LLEeM A3blKe

CooTtBeTtcTBUE TpeboBaHusam COSO B
OTHOLUEHUN cpeabl KoHTpona UT

©2007 IT Governance Institute. All rights reserved.



COBIT v gpyrne ctaHgapThl

0L and
fior INFORMATION]
) TECHNOLOGY

OpraHusauum ucnonb3yrT pasnuyHblie mogenu UT, ctaHaapTbl U nyywime
npakTukn. [laHHbIN cnang AeMOHCTPUpPYeT BO3MOXHOE COBMECTHOe
Ucnosib3oBaHMe pa3fiMYHbIX CTaHA4apToB, Npu 3ToM COBIT BbICTyNnaeT B
KayecTBe KOHconuaupymLiero (‘3oHTUYHOro’) ctaHaaprTa.

e
ISO 9000

yTOo KAK

...............................>

<...........................................................................>

OBJIACTb MPUMEHEHUA

»2007 IT Governance Institute. All rights reserved.



YT0 nokpbiBaeT COBIT?

CTumynbl

KopnopaTtuBHoe YnpaBneHue

KopnopaTtuBHoe ynpaBneHve UT

CTaHAapThl NyYlWNX NPaKTUK

Mpouecchl 1 Nnpoueaypbl

©2007 IT Governance Institute. All rights reserved.

SDPDPEKTUBHOCTD:
Llenu BusHeca

Cucrtema
Cb6anaHcMpoBaHHbIX
nokasarenen

I1ISO
9001:2000

QA
Mpoueaypsol
KOHTpoOns
KavyecTBa

Be3onacHocTb

COOTBETCTBME
TPEBOBAHUAM
Basel I, SOX, ...

12



MeTogonorua CoBIT

» MeTtoponorus COBIT xapakTepunayeTca:
= OpwueHTauus Ha busHec
= [lpoueccHbi nogxon
= TpeboBaHUs K MEPAM KOHTPOSIS
= /I3mMepnMocCTb

» Abbpesunatypa COBIT — esiu KoHmporns 8 obnacmu MIHghopMayUOHHbIX U CMEXHbIX
TexHonozaud.

OcHoBHbIe xapakTtepucTuku COBIT

»2007 IT Governance Institute. All rights reserved.



CoBIT: MeTogonorua ynpasrieHUs 1 KOHTporsst B obnactu AT

CONTROL ane
I CE for INFORMATION]
il TED TECHNOLOGY

A
KopnopaTtueHoe
YnpasneHue
- YnpasneHue
=
Q
C
o
m
™ KoHTposnb
Ayaut
CoBIT 1 CoBIT 2 CoBIT 3 CoBIT 4
1996 1998 2000 2005

NMocnegHasa nHcpopmaumsa no COBIT Ha canTe wWww.isaca.org

©2007 IT Governance Institute. All rights reserved.



COBIT 4.1 - 2007

E
TECHNOLOGY

GOVERNANCE
INSTITUTE*

Framework
Control Objectives

Management Guidelines

Maturity Models

NHdopmaumsa o nepesoge COBIT 4.1 Ha canTte www.isaca-russia.ru

»2007 IT Governance Institute. All rights reserved.


http://www.isaca-russia.ru/

CoBIT: [locTonHCTBa 1 OrpaHnyeHund

HOVE ONTROL an
ASSURANCE for INFORMATION]
and RELATED TECHNOLOGY

COBIT:
» ObuwenpusHaHHaa MMpoBasi nyyllasa npakTmka
» OpueHTauma Ha BbiCLLee PYKOBOACTBO
» [NogkpenneHa NHCTPYMEHTAPUAMU U Y4EDOHBbIMN Kypcamu
» ObuwenocTynHa,BKNoYast BO3MOXHOCTb 3arpy3ku Is freely downloadable
» [NpegycmaTtpuBaeT COBMECTHOE UCMNOMb30BaHNE SKCMEPTHbIX 3HAHUN
» [10CTOAHHO COBepLUEHCTBYETCH
» [NopnepxmnBaetcs npusHaHHbIM MHCTUTYTOM (ISACA, ITGI)
» 100 % cootBeTcTBMEe COSO
» COoOTBETCTBYET OCHOBHbIM MEXAYHapoaHbIM CTaHaapTam B AaHHOW obnacTtu

» [NpeacraBngaeT cobom pykoBOACTBO, a HE FOTOBOE JIEKAPCTBO

OpraHusaumnam HeobxoaAnMMO NPOBECTUN aHanNn3 uenen n kactommsnposaTtb COBITC ydeToM:
» CTumyrnos
» [Npodomnsa puckos

» OpraHmnsaunu, NPOeKToB U MHpacTPyKTypbl AT

©2007 IT Governance Institute. All rights reserved.



KomnoHeHTbl COBIT

GOVT CONTROL and
ASSURANCE for INFORMATION]
and RELATED TECHNOLOGY

OpraHusaummn 3aBUCAT OT HaAEXHOW ¢ cBoeBpeMeHHOU nHdopmauun. KomnoHeHTbl COBIT
NpenoCcTaBnAlT KOMMIIEKCHYIO METOANKY ONS OOCTUXKEHUS Lenen opraHmsaunm Ha OCHOBe
ynpasJieHUa pUCKamMm N Mep KOHTPONda nHopmaumn,

NT Pecypcel

Crparerus | ] 1 B
busHeca v
N

<+—>

v

N
A 4

T lMpouecchl

T v o l oy
CaouncTBa
NHdopma- — —

L1

©2007 IT Governance Institute. All rights reserved.



CoBIT: lNpenmyLiectea

CONT]
r INFOR
and RELATED TECHNOLOGY

OcHoBHbIe NpenmyLecTBa ncrnonb3osaHust COBIT:

» COBIT cBsi3aH C ApPpyrmMmmn CtaHgapTtamMmu m Jiyd WM npaktTukaMmm m JoJixKeH
MCrMoJib30BaTbCA BMECTE C HAMMW.

» Metogunka COBIT 1 COOTBETCTBYIOLLME NyYLLNE NPAKTUKM MO3BOMAIOT BHELPUTH XOPOLLO
ynpasnsemyto u rudkyto T cpeny B opraHnsaumu,

» COBIT no3BonsieT NOCTPOUTbL Cpealy KOHTPOIS, OTBEYaloLLyHo NoTpedHOoCTsIM OM3Heca, a
Takke NOMOratoLLyt PyKOBOACTBY M ayAUTOPaM OCYLLECTBNATbL CBOM KOHTPOJSIbHbIE

doyHKUUW.
» COBIT npenocrtaBndeT MHCTPYMeHTapun ang ynpasneHus 3agadavu UT.

»2007 IT Governance Institute. All rights reserved.



CoBIT u KopnopaTtusHoe ynpasneHue T

» COBIT HanpaBfieH Ha coBepLUeHCTBOBaHME KopriopaTuBHOro ynpasneHna AT B
opraHusauum.

» COBIT npegocTtaBnsaeT MeToauky Ans ynpasneHns n KoHTpons 3agadamu UT u
noaaepXunBaeT NsATb TpeOOBaHNA K cpefe KOHTPOIS.

YeTkas O6LWWMI A3bIK
opneHTauus B3aMMO-
Ha busHec 0encTBus

[Npouec- CooTBeTcTBUE
CHbIN 3aKkoHoaa-
noaxon TenbCTBY

Ob6wenpuHga-
Tas meToauka

»2007 IT Governance Institute. All rights reserved.



CoBIT n KopnopaTtusHoe ynpaenexue UT (FlpodormkeHue)

OpueHTauma Ha 6usHec

>

>

COBIT no3BonseT 4OCTUYb YETKOW
opuveHTauum Ha brusHec bnarogaps
cBsA3bIBaHUIO OusHec n T uenen.

NamepeHune apdektnsHoctn AT
OOIMKHO ncxoamtb U3 Bknaga AT B
peanusauuo ctpaternm busHeca.

COBIT, npn nognepxke
HaaneXxawmnx busHec-
OPUEHTUPOBAHHLIX METPMUK,
NO3BONAT MNONYYNTb YBEPEHHOCTL B
TOM, YTO OCHOBHOW pokyc AT
HarnpaseH Ha npeaocTaBneHne
nonb3bl 6U3HecCy, a He
TEXHOSTOMMYEeCKne OOCTUXKEHUS
camu no cebe.

©2007 IT Governance Institute. All rights reserved.

GOVT CONTROL and
ASSURANCE for INFORMATION]
and RELATED TECHNOLOGY

YeTkasn .
Ob6wmn a3bIK

opueHTauusy
B3aUMO-

Ha Ou3Hec _
NEencTBus

[Mpouec-

CHbIN E_—

nogxon

CooTtBeTCcTBUE
3aKkoHopa-
TEenbCTBY

Ob6wenpuHsa-
Tag MeToauka




CoBIT: OcHoBHasa npeanochisika

HOVE ONTROL an
ASSURANCE for INFORMATION]
and RELATED TECHNOLOGY

» MeTtoaunka CoBIT ocHoBaHa Ha npeanockbinke, 4to T Heobxoammo npeaoctaBnsaTb
nHdopmaumto, Tpebyemyto opraHnsaunm ansa AOCTUXKEHNA CBOUX LiENEN.

SN I e

EEZ}J noﬂfuﬂme Llenen busHeca
< -
HUS

busHec-
ans [Mpoueccos
'H 5 o NHdopmauunto

obecneyuBaloT

N

T lNpoueccol
n Pecypcebl

» MeTtogunka CoBIT nomoraet ces3aTb T n 6usHec nocpeactsomM oOKyCUPOBKN Ha
TpeboBaHusIx Bu3Heca K nHdopmaunmn n opraHmsaummn UT pecypcos. COBIT npegoctaBnseT
METOAUKY U pekoMeHOaunn ansa BHegpeHus kopropaTtnesHoro ynpassnenusa UT.

©2007 IT Governance Institute. All rights reserved.



COBIT: OcHoBHag npegnockisika

HOVERN, {TROL anc
ASSURANCE for INFORMATION]
and RELATED TECHNOLOGY

O1nnuntenbHom yepTon metoankn CoBIT aBNAeTCA B3aMMOCBSA3b OXXNOAHWUN BbICLLETO
pykoBoacTtea oT T ¢ oTBETCTBEHHOCTbLIO BbicLIEro pykosoactea B obnactn UT. Llenb-
BHepeHue KoprnopaTtueHoro ynpasneHna AT, HanpaesneHHoe Ha noBblweHne nonb3bl ot T ¢
ydeTom UT-puckos.

NT Pecypcbl

fe s N

CtpaTerus | >
busHeca v
ESS RN )
<+—>
T Mpoueccl
t v o Y
l Pl
Kputepun . |

NHdopma-
Lnmn
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MeToauka CoBIT

INTROL anc
‘or INFORMATION]
) TECHNOLOGY

Kak meToanka ynpasneHus n koHTponda T, COBIT okycupyeTcs Ha ABYX KI0YEBbIX 00NacTsx:

» ObecneveHne nHpopmaumnen, Tpedbyemon ana nogaepxku Lenen n tpebosaHum busHeca

» PaccmoTtpeHune nHgopmauum Kak pesynbtat B3anmogenctena U T-pecypcos, yrnpasnaembix

B pamkax U T-npoueccos
Kpntepun UHopmaum

PesynbTatnBHOCTb
OhhekTnBHOCTL
KoHmnaeHumanbHOCTb
LlenoctHoCTb

[ocTynHocTb

TpeboBaHusa busHeca CooTBeTcTBUE TPEOOBAHUAM
[locToBEpPHOCTL

UT MNpouecchbl

NMoaxon Ha ocHoBe

KkoHTponA UT Pecypchl
UT lMpouecchl MpunoxeHus
Mpynnbl
WHpopmaumns
.PaCCMOTpeHVIe MpoLecc
e 3anauu AR
S S MNepconan
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Ctpyktypa CoBIT

Monitor and evaluate IT
performance.

Monitor and evaluate internal
control.

Ensure compliance with
external requirements.
Provide IT governance.

Define and manage service
levels.

Manage third-party services.
Manage performance and
capacity.

Ensure continuous service.
Ensure systems security.
Identify and allocate costs.
Educate and train users.
Manage service desk and
incidents.

Manage the configuration.
Manage problems.
Manage data.

Manage the physical
environment.

Manage operations.

BUSINESS OBJECTIVES AND
GOVERNANCE OBJECTIVES

A
. 5
. v
CoBIT
FRAMEWORK .
.o Al INFORMATION Se.,
.. ...
° L]
.. .. . L]
o* Efficiency Integrity .
° Effectiveness Availability

Compliance e  Confidentiality
L]

Reliability &

PLAN
AND
ORGANISE

MONITOR
AND
EVALUATE

Applications
Information
Infrastructure
People
DELIVER
y\\[}
SUPPORT

ACQUIRE
AND
IMPLEMENT

"‘0.....0...

Define a strategic IT plan.

Define the information
architecture.

Determine technological
direction.

Define the IT processes,
organisation and relationships.
Manage the IT investment.
Communicate management aims
and direction.

Manage IT human resources.
Manage quality.

Assess and manage IT risks.
Manage projects.

Identify automated solutions.
Acquire and maintain
application software.

Acquire and maintain
technology infrastructure.
Enable operation and use.
Procure IT resources.

Manage changes.

Install and accredit solutions and

changes.

©2007 IT Governance Institute. All rights reserved.



[MpoaykTtbl ITGI B passutme Cobit

i
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Execarlives and Boards

How do we measure parformanca?
How do we compers to others?
And how do we improve ower time?

Busness and Technology Mansgsmenl

i
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| Matwrity modds

-
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The Val IT Framework
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Figure 2—'Four Ares’

The strategic question. Is the investment:

= In line with our vision

« Consistent with our businesss principles

« Contributing to our strategic objectives

= Providing optimal value, at affordable cost, at an
acceptable level of risk

The vafue question. Do we have:

= A clear and shared understanding of the
expected benefits

« Clear accountability for realising the benefits

* Relevant metrics

= An effective benefits realisation process

The architecture question. Is the investment:
= In line with our architecture

The delivery question. Do we have:
« Effective and disciplined management, delivery

+ Consistent with our architectural principles Are we and change management processes

« Contributing to the population of our doing them » Competent and available technical and business
architecture the right resouces to deliver:

+ |n line with other initiatives way? — The required capabilities

— The organisational changes required to
leverage the capabilities
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Figure 8—Key Management Practices Supporting the Three Val IT Processes
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WiG1  Ensure informed and committed leadership.
Define and implement processes.

Define roles and responsibilities.

Ensure appropriate and accepted accountability.
Define information requirements.

Establish reporting requirements.

Establish organisational structures.
Establish strategic direction.

Define investment categories.

VG110 Determine a target portfolio mix.

WG11 Define evaluation criteria by category.

Value
Governance

(VG)

Portfolio
Investment Management
Management (PM)
(M)

Develop a high-level definition of investment opportunity.
Develop an initial programme concept business case.
Develop a clear understanding of candidate programmes.
Perform alternatives analysis.

Develop a programme plan.

Develop a benefits realisation plan.

Identify full life cycle costs and benefits,

Develop a detailed programme business case.

Assign clear accountability and ownership.

M0 Initiate, plan and launch the programme.

IM11 Manage the programme.

IM12 Manage/track benefits.

IM13 Update the business case.

IM14 Monitor and report on programme performance.
IM15 Retire the programme.

P11
PM2
PM3
P4
PMS
PME
PM7

PME
PM9

Maintain a human resource inventory.
Identify resource requirements.
Perform a gap analysis.

Develop a resourcing plan.

Monitor resource requirements and utilisation.
Establish an investment threshald.
Evaluate the initial programme
concept business case.

Evaluate and assign a relative score to
the programme business case.

Create an overall portfolio view.

PMA0 Make and communicate the investment decision.
PM11 Stage-gate (and fund) selected programmes.
PM12 Optimise portfolio performance.

PM13 Re-prioritise the portfolio.

PM14 Monitor and report on portfolio performance.
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COBIT

|/ Are we doing Are we
the right getting
things? the benems

Are we da; Are we
them the ngh doing
wa y? them well?

Governance and management
of a portfolio of technology
projects, services, systems
and supporting infrastructure

nd RELATED TECHNOLOGY

Figure 10—Relationship Between Val IT Processes and CosiT Domains

Val IT

Governance and management
of a portfolio of business
change programmes
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Figure 4—Road Map to IT Governance

Identify Needs
Raise awareness and obfain Define Define resources Plan
management commitment. scope. and deliverables. programme.
4

Envision Solution

Assess actual Define target for Analyse gaps and
performance. improvement. identify improvements.

Plan Solution

Define Develop
projects. improvement plan.

Implement Solution

Implement the Monitor implementation Review programme
improvements. performance. effectiveness.

Operationalise Solution

Identify new

govermance requirements.
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